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A novel networked process monitoring, fault propagation identification, and root cause diagnosis approach is developed
in this study. First, process network structure is determined from prior process knowledge and analysis. The network
model parameters including the conditional probability density functions of different nodes are then estimated from pro-
cess operating data to characterize the causal relationships among the monitored variables. Subsequently, the Bayesian
inference-based abnormality likelihood index is proposed to detect abnormal events in chemical processes. After the
process fault is detected, the novel dynamic Bayesian probability and contribution indices are further developed from
the transitional probabilities of monitored variables to identify the major faulty effect variables with significant upsets.
With the dynamic Bayesian contribution index, the statistical inference rules are, thus, designed to search for the fault
propagation pathways from the downstream backwards to the upstream process. In this way, the ending nodes in the
identified propagation pathways can be captured as the root cause variables of process faults. Meanwhile, the identified
fault propagation sequence provides an in-depth understanding as to the interactive effects of faults throughout the
processes. The proposed approach is demonstrated using the illustrative continuous stirred tank reactor system and
the Tennessee Eastman chemical process with the fault propagation identification results compared against those of the
transfer entropy-based monitoring method. The results show that the novel networked process monitoring and diagnosis
approach can accurately detect abnormal events, identify the fault propagation pathways, and diagnose the root cause
variables. © 2013 American Institute of Chemical Engineers AIChE J, 59: 2348-2365, 2013
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Introduction necessary to mitigate plant-model mismatch and ensure the
fidelity of monitoring methods. Although knowledge-based
expert systems are proposed as alternatives to mechanistic
model-based methods for process monitoring, the heuristic
rules used for inferential decisions may be incoherent and
incomplete.” To overcome the drawbacks of both first-princi-
ple model-based and expert system-based monitoring
approaches, data-driven multivariate statistical process moni-
toring (MSPM) methods are developed and have attracted
growing attention in the field.®

MSPM techniques such as principal component analysis
(PCA) and partial least squares (PLS) can be used to project
the highly correlated data onto a low-dimensional subspace,
and the well-known multivariate statistical control charts are
adopted to detect abnormal operating events.””'* Moreover,
multivariate contribution plots can be generated without prior
process knowledge for faulty variable diagnosis.'* The con-
trol limits of the PCA or PLS-based monitoring indices,
however, depend on the assumption that the process data fol-
low an approximate multivariate Gaussian distribution,
which may not be valid in industrial practices.'>'® In addi-

Process monitoring and fault diagnosis are very important
in modern industrial plants due to the increased complexity
of process operations along with the advanced automation,
control, and optimization systems. Monitoring and assessing
plant performance can assist the detection and diagnosis of
abnormal events and improve process productivity, energy
efficiency, environmental sustainability, product quality, and
economic profit margins.'™ Traditional process monitoring
methods are based on mechanistic models that use state esti-
mation, parameter identification, and parity relation techni-
ques.4 However, the challenges of these analytical model-
based approaches lie in the facts that (1) in-depth process
knowledge is required to develop the first-principle models
that can accurately characterize the complex physical, chemi-
cal, and biological phenomena of different kinds of proc-
esses; (2) extensive time and effort are needed to develop
those differential equation-based mechanistic models; (3)
reliable estimation of model parameters from process data is
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identify the root causes of abnormal events because the

© 2013 American Institute of Chemical Engineers faults can propagate throughout the processes due to the

2348 July 2013 Vol. 59, No. 7 AIChE Journal



intricate variable interactions, process dynamics, and closed-
loop control systems.'” Although statistical process monitor-
ing techniques can be integrated with knowledge-based sys-
tems for interpreting the diagnosis results of the contribution
plots, the comprehensive knowledge base is required for
effective process monitoring.'®'” Machine learning techni-
ques such as artificial neural networks (ANN) and support
vector machines (SVM) are applied to fault detection and di-
agnosis with some successes.”” > These black-box models
are suitable for the situations where in-depth process knowl-
edge is lacking or difficult to acquire. Nevertheless, the
ANN approach cannot readily diagnose process faults
because it is difficult to compute the variable contributions
while SVM is a supervised monitoring method requiring pre-
classified training data with both normal and faulty sample
labels. A Bayesian classification-based PCA approach is also
proposed for fault detection and diagnosis, in which a new
fault identification index is developed from the means and
covariances of Bayesian clusters within the principal compo-
nent subspace.z“’25 However, this method is unable to iden-
tify the propagation pathways of process faults. Furthermore,
a Bayesian inference-based Gaussian mixture model (GMM)
method is proposed to handle the multi-Gaussianity of proc-
esses, though the data from each individual operating mode
is assumed to follow a multivariate Gaussian distribution
approximately.%f28 Aimed at dynamic batch process moni-
toring, discrete hidden Markov model approach is developed
for fault detection and classification by estimating the proba-
bilistic state transitions from observed measurements.”’ To
improve the fault diagnosis ability, a semisupervised
approach is developed by integrating independent component
analysis for dimensionality reduction, GMM, and support
vector machine for unsupervised and supervised classifica-
tions.>® Similar to MSPM techniques, the above machine
learning-based monitoring methods are usually data driven
and do not make use of the preliminary process knowledge.
Thus, they may not have the root-cause diagnosis capability,
especially in terms of identifying the fault propagation path-
ways throughout the processes given complex multivariable
interactions.

Alternately, an incipient fault diagnosis approach incorpo-
rating a two-level hierarchy with signed directed graphs and
qualitative trend analysis is proposed to determine candidate
faults from a database of all potential faults.>'**> Neverthe-
less, diagnosing abnormal operating events that are not
within the prior fault database would be challenging and the
fault propagation pathway diagnosis is not considered in this
type of approach. Meanwhile, causal map-based qualitative
models have been developed to identify the cause and effect
relationships among process measurement variables.”*** The
Kullback—Leibner distance is used to measure the similarity
of the monitored variables against historical operating condi-
tions for fault detection and then the multivariate 72 statistic
is used to determine the causal dependence between different
measurement variables. In this way, the test statistic value
between pairs of variables can be evaluated against a thresh-
old to determine if the causal dependency is significant or
not.** However, the casual dependence index is essentially a
second-order statistic that may not capture the non-Gaussian
dependency, time-varying dynamics, or process uncertainty.
Moreover, the searching for fault propagation pathways
begins from the root-cause variable to the downstream effect
variables, which requires the root-cause variable to be
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preidentified. More recently, the data-driven method using
transfer entropy is proposed to characterize the causality
between two time series and consequently determine the
direction of fault propagation. However, the estimation of
probability density functions is not a trivial task and can be
computationally intensive.*> Similarly, the nearest neighbors
of process measurements are also compared to historical pro-
cess data for the purpose of identifying the propagation
direction of disturbances. The disturbance propagation path-
way can be traced throughout the plant from the root cause
by detecting interdependency between the time series of
measurements, though the implementation relies on the
appropriate selection of clustering parameters.>® A method
for the source identification and propagation analysis of
plant-wide faults is also designed mainly through the time
delay estimation based on nearest neighbor imputation.37
However, the heavy computational load of this procedure
may complicate the online implementation if the sampling
frequency is fast. Some research effort has been attempted to
extract qualitative information from process schematic
descriptions to form connectivity matrix for cause-and-effect
diagnosis of the plant-wide disturbances. In this technique,
the searching for propagation paths requires the reliable
XML descriptions of the process schematics.”® Another strat-
egy to diagnose the root cause of plant-wide oscillations
using the adjacency matrix that incorporates process knowl-
edge in terms of process flow sheet or topology, control con-
figuration, and instrument information is also investigated,
though the study is mainly focused on loop oscillation
diagnosis.™

Dynamic Bayesian networks (DBN) are a type of graphi-
cal models for conducting time-varying probabilistic infer-
ence and causal analysis under system uncertainty. The
network consists of nodes representing random variables
along with connecting arcs that quantify the causal relation-
ships among variable nodes.*™*' Bayesian networks have
been applied to different areas including medical diagnosis,
gene modeling, cancer classification, sensor validation, risk
management, and reliability analysis. However, there are
limited literature reports on the use of Bayesian networks for
process fault detection and diagnosis.‘u_44 In this study, a
dynamic Bayesian network-based networked process moni-
toring and diagnosis approach is proposed to detect the
abnormal events in chemical processes, identify the propaga-
tion pathways of faults throughout processes, and diagnose
the root-cause variables of faulty operation. First, the process
network structure is determined from prior process knowl-
edge and process flow diagrams. Then, the network model
parameters including the conditional probability density
functions of different variable nodes are estimated from plant
historical data. Further, a new abnormality likelihood index
(ALI) is proposed to quantify the probabilistic likelihood of
the entire process to be under abnormal operating conditions.
Such likelihood index can be used to monitor chemical proc-
esses with stochastic uncertainty and detect different kinds
of operational faults. To identify the affected variables along
the fault propagation pathways within the process network, a
dynamic Bayesian probability index (DBPI) along with its
upper and lower control limits is developed for characteriz-
ing the faulty behavior or response of each process variable
from probabilistic perspective. Subsequently, a novel
dynamic Bayesian contribution index (DBCI) is derived and
the corresponding statistical inference rules are developed so
as to capture the major effect variables of faulty operation
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from the downstream back to the upstream process. In this
way, the fault propagation pathways throughout the proc-
esses can be identified, and the root-cause variables leading
to the process upsets can be diagnosed.

The remainder of the article is organized as follows. Sec-
tion Preliminaries briefly reviews the DBN. Then the novel
networked process monitoring approach for fault detection,
fault propagation pathway identification, and root cause diag-
nosis is developed in section Networked Process Monitoring
Approach for Fault Detection, Propagation Identification, and
Root Cause Diagnosis. Section Case Studies demonstrates
the application of the novel networked process monitoring
and diagnosis approach to an illustrative continuous stirred
tank reactor and the Tennessee Eastman chemical process.
Moreover, the fault propagation diagnosis results of the pro-
posed approach in the Tennessee Eastman chemical process
are compared against those of the transfer entropy-based
monitoring method. The conclusions of this work are sum-
marized in section conclusions.

Preliminaries

DBN can effectively characterize the complex causal rela-
tionships among variables for dynamic systems with stochas-
tic uncertainty. A DBN is a directed acyclic graph consisting
of hidden and observed nodes with statistical dependencies
represented by the arcs connecting the various nodes. The
nodes with arcs directed into them are termed as child nodes,
whereas the nodes from which the arcs depart are parent
nodes. The nodes without any parents are called root nodes.
A simple illustrative example of a three-node DBN with
interdependency and intradependency is shown in Figure 1.

In addition to the qualitative causal reasoning within the
graphical structure, the conditional probability density func-
tions, denoted as 0; € O, give the quantitative causal rela-
tionships among variables and need to be specified for each
node n; € N.** An arbitrary node X; obeys the conditional

probability density function P(Xi|X}()a(,> :yk) given the value

Feedback Control Loop

t+1

Figure 1. An illustrative example of dynamic Bayesian
network.

of its k-th parent node Xpm

model from the previous state to the current state for all var-
iables is given by

The probabilistic transition

N

gil

p(Z)Z-1) Xio|Xpa(i )

where Z,= [Xl‘,,Xz‘,, ...,XN,,} and X, are the parent nodes
of X;, at time . Thus, the joint probability density function
of a DBN from sampling time =1 to T is expressed as

ZIT HHP zt|Xpa )t

t=11i=1

(@)

After the network structure is determined, the set of model
parameters ® corresponding to the conditional probability
density functions of all nodes need to be identified. The goal
of network learning is to estimate each conditional probabil-
ity density function corresponding to every node that maxi-
mizes the likelihood of the training data. It can be readily
observed that each node is conditionally independent of its
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dummy nodes.

2350 DOI 10.1002/aic

Published on behalf of the AIChE

July 2013 Vol. 59, No. 7 AIChE Journal



Process Data and Knowledge

Process Flow Diagram

+ ks

] alme
Yy

Process Operation Data

%P
v

Networked Process Model

Temporal
Model

Dynamic Bayesian Network

v

\/

Networked Process Monitoring

Abnormality
Likelihood
Dynamic Bayesian
Contribution

Sample Time 2 51

3

Variable

6 1 4

Fault Detection

Fault Identification

Fault Propagation and Root Cause
Diagnosis
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[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com]

nondescendants given the parent nodes and the joint probabil-
ity density function of all the network nodes is used to de-
velop the log-likelihood function for parameter estimations.
The log-likelihood-based objective function J of the model
parameters © is expressed as

J(®)={10gP(Y|®)}={ > logP(y,-ﬁl;T|®)} 3)

1

where y; ;.7 is the sequence of measurement values of the
node X; from sampling time =1 until T and P(y;1.7|®) is
the likelihood function of process observations. The above
log-likelihood function can be decomposed according to the
identified network structure and then the contribution to the
log-likelihood of each network node can be maximized inde-
pendently based on the process measurement data. Thus, the
optimal DBN model parameters are estimated from the
sequence of process observations by maximizing the log-
likelihood-based objective function below
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©= argmax J(O)= arg max {Z log P (yi1.7|®)
o o —

i=1

} “)

The detailed DBN model learning procedure can be found
in literature.*' The dynamic time-series data are used to esti-
mate the time-varying conditional probabilities of all net-
work nodes across different sampling instants. After the
dynamic Bayesian network is constructed and the network
model parameters are estimated from training data, it can be
used for probabilistic inference with the new test data.

Networked Process Monitoring Approach for
Fault Detection, Propagation Identification, and
Root Cause Diagnosis

DBN model is an excellent tool to characterize nonsteady-

state processes with stochastic uncertainty using conditional
probability-based dynamic state transitions. Hence, it can be
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adopted to identify the propagating probabilities among dif-
ferent measurement variables so as to determine the operat-
ing status of processes and diagnose the root causes of
abnormal events. In this section, a novel networked process
monitoring approach is developed to detect abnormal opera-
tion events, identify fault propagation pathways throughout
the process, and diagnose the root-cause variables of process
abnormalities.

The first task in the networked monitoring approach is to
determine the qualitative network structure from the prior
process knowledge. The process flow diagrams along with
the preliminary process understanding are typically used for
sorting out the monitored variables in process flow order
from upstream to downstream process units. The process
flow diagrams are analyzed to determine how all the mea-
surement variables interact with each other in the unit opera-
tions. Such prior process knowledge is used to determine if
any physical or chemical interactions exist between the
adjoining variables. In this way, the causal relationships
between process variables can be identified so that the arcs

July 2013 Vol. 59, No. 7 AIChE Journal
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are used to connect the parent and child nodes based on
such causal dependencies. For chemical processes with
recycles and feedback controllers, a special treatment is
needed as the Bayesian network is essentially acyclic graph.
In this work, duplicate dummy variable nodes are designed
within the network structure to denote the recycled variables
or manipulated variables in control loops so that the feed-
back effects of the recycles and controllers can be accounted
for. As illustrated in Figure 2, the manipulated and con-
trolled variables of a control loop, Xyv and Xcy, may have
the causal relationship from Xyv to Xcy due to the open-
loop process interaction. Meanwhile, the close-loop feedback
effect of the controller can be back-propagated from Xcvy to
Xmy. Thus, a duplicate dummy node Xypy is added to the
network structure right after the node Xcy to capture such
feedback influence. Likewise, a duplicate dummy variable
node Xggc can be inserted into the network right after the
process measurement variables along the recycle to form an
inner loop that represents such entire recycle operation. It
should be noted that the duplicate dummy nodes are needed
in the network only if the particular recycled or manipulated
variables are also monitored variables. Meanwhile, the cor-
rectly identified network structure is necessary to ensure that
the fault propagation and root cause diagnosis results are
unbiased and reliable.

With the network structure determined, the optimal DBN
model parameters can then be estimated from the sequence
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of process observations. After the DBN model is obtained,
the external evidence from new operating data can be used
to update the transition probabilities of network nodes for
process monitoring and fault propagation diagnosis. The like-
lihood index for the observations of the network nodes Z, at
sampling time ¢ can be defined as follows

N
PZ)=]TPXislXpair) ®)
i=1

which represents the overall probability of all the network
nodes operating under normal conditions. Further, the fol-
lowing ALI is proposed to quantify the probability of the
monitored sample to be faulty

N
P(Z)=1 H

The control limit of the ALI { can be set to the prespeci-
fied confidence level (1—a) 100%, and the process fault is
detected if the above index value exceeds the control limit.

To further identify the fault propagation pathways and diag-
nose root-cause variables, a DBPI is developed from the condi-
tional probability of the i-th node X; at sampling time 7 as follows

7:i(t)=1-P (Xi,t‘Xpa(i),t) )

The above time-varying transition probability index is of
dynamic randomness due to the influence of the parent nodes

C(t) i t|Xpa( (6)
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on the child node and can be used to quantify the effect
of each monitored variable by its directly connected
upstream variables in a probabilistic fashion. Then, the
upper and lower control limits of DBPI, denoted as yYc"
and yiLCL, can be estimated through kernel density estima-
tion under the confidence levels (1—a) X 100% and o X
100%, respectively. The kernel density estimator is defined

as
T
= 7:(0)
Fal==— K(—V ! ) @)
PTT h

where h is the kernel bandwidth and K is the Gaussian ker-
nel function expressed as

K(u)= ——e(73) ©)

with u representing an arbitrary data point.45 A diffusion-based
plug-in method is used to obtain the optimal bandwidth by
minimizing the mean integrated squared error of the estimated
density.*® With the zero boundary conditions on the first-order
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derivative of density function, the estimated control limits 7"
and y-L are ensured to be within the range of [0, 1]. Further,
either the upper or the lower control limit is selected as the
critical limit ¢ depending on the following rules

LCL : LCL
c_ [ it y;(r) <
9= i . i i (10)
! { WA () > P
The number of faulty samples that exceed the critical limit

yl-c is counted and normalized as the proposed DBCI I'; for

each variable as
1z
F,:? 4 Ciu an
=1
where &;, is a binary value corresponding to the node X; at
sampling time ¢ given by
|j),-(l)| > |le| (12)

é-:{l if
oo it P < b

The above DBCI represents the likelihood of a process
variable with significantly abnormal behavior and can serve
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Figure 8. Networked process model and fault propaga-
tion diagnosis results for the cascaded con-
tinuous stirred tank reactor system.

[Color figure can be viewed in the online issue, which is
available at wileyonlinelibrary.com]

as an indicator pointing to the major cause or effect varia-
bles due to process faults.

As the faults can often propagate throughout the process
due to complicated variable interactions in a dynamic man-
ner, it would be useful to identify the fault propagation path-
ways within the monitored process network and then the

root causes of abnormal process operation can also be diag-
nosed. Following the above networked process monitoring
framework, a probabilistic inference strategy is developed to
determine the fault propagation pathways.

The proposed fault propagation pathway search starts from
the bottom leaf nodes of the network that do not have any
child nodes. First, a threshold value ¢ is set at the confidence
level (1—a) 100%. Among all the leaf nodes of the network,
the ones satisfying the following criterion are then selected
as the starting nodes in the fault propagation pathway

S:{r]hr]b 7’1M}
HT:arg '7|€ZL{F'11 2 6} (13)

where 7} denotes the selected node at which the fault propaga-
tion pathway starts, Z; represents the complete set of leaf
nodes in the network, I';, is the DBCI value of the leaf node 7
and M is the total number of identified nodes within the fault
propagation pathway. Then, the next node #; in the propagation
pathway sequence is determined by inferring from the previous
node 17; along the reversed direction of the network. The sta-
tistical decision rules are designed such that the parent nodes
of n;—, with the DBCI values no less than the threshold value
are first selected in the fault propagation pathway

M =T Xy {rﬂj z 6}

where 77 corresponds to the j-th node in the propagation
pathway sequence, X,,—y represent all the parent nodes of
the previous node #,-; in the pathway, and 1",7 is the DBCI
value of the node ;. If the DBCI values of all the parent
nodes are below the threshold, then one of the parent nodes
with the largest DBCI value should be included in the path-
way as follows

(14)
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Figure 9. Process flow diagram of the Tennessee Eastman chemical process.
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Table 1. Monitored Variables of Tennessee Eastman

Chemical Process

Process

Table 2. Test Scenarios of Tennessee Eastman Chemical

Test Scenario

Duration

Variable Variable Case No.
No. Symbol Variable Description Case 1
1 F1 A feed
2 F2 D feed
3 F3 E feed
4 F4 A and C feed
5 F5 Recycle flow
6 F6 Reactor feed rate Case 2
7 P7 Reactor pressure
8 L8 Reactor level
9 T9 Reactor temperature
10 F10 Purge rate
11 T11 Separator temperature
12 L12 Separator level
13 P13 Separator pressure
14 F14 Separator underflow
15 L15 Stripper level
16 P16 Stripper pressure
17 F17 Stripper underflow
18 T18 Stripper temperature
19 F19 Stripper steam flow
20 J20 Compressor work
21 T21 Reactor cooling water
outlet temperature
22 T22 Condenser cooling water

Normal operation

A feed loss. Switch
pressure controller
to purge stream and
reduce production
rate by 23.8%.

Normal operation

Increased random
variations in
reactor pressure

1st=300th samples
301st—550th samples

1st-300th samples
301st—540th samples

outlet temperature

*
1; = arg max r,

1€ X pa(j-1)

s)

The search of fault propagation pathway continues until
all the network nodes whose DBCI values are not less than
the threshold have been included in the pathway as

{Xillx, > e, 1 <i <N} € S={ny,n,...,ny}  (16)

Otherwise, the pathway search will not terminate until it
reaches one of the root nodes that does not have any more
parent nodes. Within the identified fault propagation path-
way, the ending node represents the root-cause variable
resulting in the abnormal operation event.
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Figure 10. Fault detection results of the proposed method in (a) the first and (b) the second test cases of the Ten-
nessee Eastman chemical process.

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com]
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Figure 11. Trend plots of the DBPI values of the monitored variables in the first test case of the Tennessee

Eastman chemical process.

[Color figure can be viewed in the online issue, which is available at wileyonlinelibrary.com]

The entire networked process monitoring framework is
illustrated in Figure 3. Moreover, the step-by-step procedure
of the proposed monitoring approach is given below and the
corresponding flow diagram is shown in Figure 4.

1. Determine the dynamic Bayesian network structure
based on prior process knowledge and process flow
diagram with the network nodes denoting the moni-
tored process variables and the arcs representing the
variable interactions;

2. Add duplicate dummy nodes for the recycled or manip-
ulated variables in the recycle operation or feedback
controllers if those variables are monitored variables;

3. Learn the conditional probability density functions of
variable nodes in the network model from process his-
torical data;

4. Compute the ALI values of the monitored data and
determine abnormal operation for the samples whose

10.

ALI values are above the prespecified confidence
level;

. Estimate the DBPI values of the detected faulty sam-

ples for all the network nodes;

. Compute the upper and lower control limits of the

dynamic Bayesian probability indices for different
nodes using kernel density estimation;

. Determine the critical limits of the dynamic Bayesian

probability indices of various nodes;

. Further compute the DBCI values of different variable

nodes in the network and produce the corresponding
contribution plots;

. Search for the fault propagation pathways according

to the developed statistical inference rules;

Terminate the pathway search based on the stopping
criteria and identify the ending node in the pathway
as the root-cause variable for the abnormal
operation.
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Case Studies
An illustrative example

A simulated process of two continuous stirred-tank reac-
tors (CSTR) connected in series is used to illustrate the
usage of the proposed networked process monitoring and
fault propagation diagnosis approach. A schematic illustrat-
ing the process setup is shown in Figure 5. A first-order exo-
thermic reaction

Alp (17)

takes place within the reactors where k, is the reaction
rate with an Arrhenius temperature dependence. The reactors
are fed with continuous inlet streams at the flow rates of Uy,
and U,j, respectively. In addition, the constant coolant flow
rates of Uy, and U,, are used to maintain the desired tem-
perature profile for the reaction. A recycle stream carries
part of the product of the second CSTR back to the first one.
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The monitored variables include the input flow rates (Uj,
and U,;), the output concentrations (¥, and Y5;), the inlet
coolant flow rates (U, and U,,), and the outlet coolant tem-
peratures (Y1, and Y;,). A test scenario is designed whereby
the cooling jacket input to the second reactor is affected by
increased flow variations starting from 501st sample until the
1200th sample.

The monitored variables in terms of process flow order
can be first sorted according to the process flow diagram to
form the network hierarchy. Then, the prior process knowl-
edge regarding the potential physical/chemical interactions
along those monitored variables can be used to determine
the node connections and network structure. In this example,
it is evident that the variables U;; and U, that represent the
inputs to the first reactor are the parent variables for the
child variables Y|, and Y, that represent the output variables
of the first reactor. Similarly, the inputs to the second reactor
denoted by U,; and U,, and the outputs of the first reactor
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Y11 and Yy, affect the outputs of the second reactor repre-
sented by Y,; and Y,,. Due to the existing recycle stream,
the duplicate dummy variable node to represent the recycled
variable of inlet flow of the first CSTR should be added to
the network, as shown in Figure 8. The nodes in the network
structure represent the monitored variable, whereas the con-
ditional probabilities comprise the model parameters with
the inference of casual dependency among the variables.
Here, the conditional density functions of all nodes can be
estimated from the normal training data. Then, the ALI is
computed from Eq. 6 for process fault detection and the
results are shown in Figure 6a. The confidence level used in
this research is 95%. The DBPI values along with the corre-
sponding upper and lower limits are further estimated for the
detected faulty samples, as shown in Figure 7. With the
DBPI values obtained, the DBCI values can, thus, be derived
from Eqgs. 10 and 11. The DBClI-based contribution plot is
shown in Figure 6b, and it can be combined with the net-
work structure and statistical inference rules for fault propa-
gation diagnosis. It is noted that the numerical value marked
next to each node in the process network model (Figure 8)
corresponds to the DBCI value of the monitored variable.
The fault propagation search starts from the leaf nodes, and
the variable Y,, is selected as the starting node in the path-
way because its corresponding DBCI value is above the
threshold of 0.95. Then among the four parent nodes of Y»,,
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only the variable U,, has its corresponding DBCI value
above 0.95 and, thus, identified as the second node in the
fault propagation pathway. Because all the network nodes
whose DBCI values are not less than the threshold have
been included in the pathway, the search is terminated and
the root node U,, is diagnosed as the root-cause variable of
faulty operation. Because the process abnormality occurs on
the cooling water flow into the second CSTR, the root-cause
variable is identified accurately. Meanwhile, the abnormal
variations on the coolant flow can directly affect the outlet
coolant temperature of the second reactor and this explains
why the process fault has effect on the variable Y, so that it
is also included in the fault propagation pathway.

Tennessee Eastman chemical process example

In this subsection, the Tennessee Eastman chemical pro-
cess is further used to evaluate the effectiveness of the net-
worked process monitoring, fault propagation identification,
and root cause diagnosis approach. The process consists of
five major units, which include an exothermic two-phase re-
actor, a flash separator, a recycle compressor, a reboiled
stripper, and a product condenser. The process flow diagram
is shown in Figure 9. The process has total 41 measurement
variables and 12 manipulated variables.*” A decentralized
control strategy is adopted so that the process is closed-loop
stable.*® There are 22 continuous process variables among
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the 41 measurement variables as listed in Table 1 that are
used to monitor the process operation. The variable symbols
as shown in the table are used in this subsection. Moreover,
process measurements are sampled with an interval of 3
min. A training data set consisting of 500 samples collected
under normal operating conditions is used to develop the
DBN model. In addition, two test cases as summarized in
Table 2 are designed to examine the performance of the pro-
posed monitoring and diagnosis method. The first test case
begins with normal operation for the initial 15 h and then is
followed by the process fault of a feed loss in the A stream
for the remaining 12.5 h. In the second test scenario, the pro-
cess starts at normal operating conditions and lasts for 15 h
before an abnormal event of increased random variations in
reactor pressure occurs with the duration of 12 h.

The first step is to design the network structure based on
the prior process knowledge and process flow diagram.
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Basically, the monitored variables can be sorted in process
flow order and then formulated into network hierarchy with-
out node connections. Then, the process knowledge is used
to analyze the potential interactions among variables along
the network hierarchy and determine the node connections.
The designed network consist of 22 nodes corresponding to
all the monitored variables and one duplicate dummy node
for the recycle flow. It should be noted that no duplicate
dummy nodes are added for feedback controllers because
those manipulated variables are not included as monitored
variables. The network model parameters representing the
conditional probability density functions of all the nodes are
estimated from the training data. Thus, the ALI values of the
test samples are computed to detect the occurrence of pro-
cess faults. Within the identified faulty periods, the fault
propagation pathway identification and root cause diagnosis
are further carried out.
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For the first test case, the trend plot of the ALI is shown
in Figure 10a. It is readily seen that the ALI value remains
below the control limit line for the first 300 samples from
normal operating conditions and then jumps above the limit
once the process fault of A feed loss takes place. The ALI
gives accurate alarm on process fault with very minimal
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delay. After the abnormal event is captured, the conditional
probability density functions of the network nodes are used
to estimate the DBPI values of different nodes during the
identified faulty period, which along with the estimated
upper and lower control limits are shown in Figure 11.
Based on the DBPI values, the DBCI values are further
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Table 3. Transfer Entropy-Based Causality Matrix in the First Test Case of Tennessee Eastman Chemical Process
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computed for all the variable nodes and the corresponding
DBClI-based contribution plot is depicted in Figure 13a. It is
obvious that the three leading variables with the largest con-
tribution values are A feed rate (F1), reactor feed rate (F6),
and reactor cooling water temperature (T21). Because the
process abnormality occurs in A feed rate, the reactor feed
rate and the reactor coolant temperature are consequently
affected due to the variable interactions. The dynamic
Bayesian network-based contribution plot can precisely iden-
tify the major variables with the significant abnormal behav-
ior. As a comparison, the PCA and independent component
analysis (ICA)-based variable contribution plots are shown
in Figures 14a, b, respectively. Here, the squared prediction
error (SPE)/T? combined and SPE/I*> combined contribution
indices are used in the PCA and ICA-based fault diagnosis
methods, respectively. One can easily see that the conven-
tional contribution plots are unable to correctly point to the
faulty variables. As shown in Figure 15, the fault propaga-
tion pathway is identified with the DBCI values of different
nodes and statistical inference rules. The fault propagation
sequence includes A feed rate (F1), purge rate (F10), com-
pressor work (J20), recycle flow (F5), reactor feed rate (F6),
reactor pressure (P7), reactor temperature (T9), reactor cool-
ing water temperature (T21), separator temperature (T11),
and condenser cooling water temperature (T22). As a result
of the loss in A feed rate, the reactor inlet stream is affected
so that the abnormal behavior can be observed in reactor
feed rate. Subsequently, the reactor pressure and cooling
water temperature deviate from the normal values. Further-
more, the fault can cause the upset in the recycle stream and
lead to abnormalities on purge rate, compressor work, and
recycle flow. Meanwhile, the downstream condenser and
separator temperatures are affected by the reactor tempera-
ture and recycle stream. Therefore, the identified pathway
correctly reflects the actual fault propagations throughout the
process and the ending node of A feed rate in the identified
pathway is accurately captured as the root-cause variable of
process fault. It needs to be noted that some variables with
small dynamic Bayesian contributions may also be included
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in the propagation pathway because they are the intermediate
variables along the process flow even though they may not
exhibit significant abnormal responses. For industrial appli-
cations, it should be pointed out that the red-highlighted fault
propagation pathway in Figure 15 can be extracted and pre-
sented separately in the user interface of monitoring system
to operators and engineers so that they can easily see the
root-cause variable as well as the faulty effects propagated
throughout the process.

As a comparison, the transfer entropy method is used to
identify the directions, along which the fault propagates
from upstream to downstream variables.*>*® The monitoring
results of the transfer entropy method are shown in Table 3.
This method quantifies the transfer entropies between each
pair of variables to identify all the potential propagation
pathways based on measurement data. The causal relation-
ships are expressed in a matrix with the rows representing
the cause variables while the columns the effect variables. A
unit entry in the table means that a causal relationship exists,
whereas a zero indicates that there is no causal relationship
between the two variables. It can be observed that the faulty
effects are propagated to downstream operations and many
process variables are affected by the abnormal operation in
the process. Nevertheless, this method is data driven and
does not take into account the process knowledge to deter-
mine process network structure. The most significant propa-
gation pathway along with the root-cause variable is unable
to be isolated. In contrast, the proposed networked process
monitoring approach uses prior process knowledge to deter-
mine the process network structure and further identify the
major propagation pathway and root-cause variable.

For the second test scenario, the ALI-based fault detection
result is shown in Figure 10b. Though the alarm is triggered
with a short delay, 93.1% of all the abnormal samples are
correctly captured without misclassification. Moreover, there
is no false alarm triggered on the normal samples. Within
the faulty period, the DBPI values and the corresponding
upper and lower control limits for all the monitored variables
are shown in Figure 12. Using DBPI, the DBCI values of all
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the variables are further computed, as shown in Figure 13b.
The leading variables with the highest contributions include
reactor pressure (P7), separator pressure (P13), and stripper
pressure (P16). As the fault occurs in the reactor pressure,
the separator and stripper pressures in the downstream units
are subsequently affected along the process flow. In contrast,
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the PCA and ICA-based contribution plots in Figures l4c, d
do not well-isolate the major variables with the most signifi-
cant upsets. For instance, the reactor pressure variable has
smaller contribution than the separator and stripper pressure
in the PCA-based contribution plot. Likewise, the stripper
pressure is also the largest contributor from the ICA-based
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Table 4. Transfer Entropy-Based Causality Matrix in the Second Test Case of Tennessee Eastman Chemical Process
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method. The fault propagation diagnosis results from the
proposed approach are further shown in Figure 16. The ab-
normality in reactor pressure (P7) can affect the gas-phase
reaction rate and result in increased variations of reactor
level (L8). Then, the undesirable changes take place in the
pressure (P13) and level (L12) of the downstream flash sepa-
rator, which may cause the variations in separator underflow
(F14). The abnormal behaviors may further propagate to the
downstream stripper and have influence on its level (L15),
pressure (P16), and temperature (T18). The identified fault
propagation pathway coincide well the process analysis and
the ending variable of reactor pressure is accurately located
as the root cause of process fault.

Meanwhile, the transfer entropy method is also carried out
to identify the fault propagations toward all the downstream
variables. The results of the transfer entropy approach are
shown in Table 4. It can be seen that the downstream varia-
bles related to the condenser, separator, and stripper are
detected as being affected by the process fault in the reactor
through different paths. However, the degree to which the
faulty effect variables are affected by the abnormal event is
not quantified as in the proposed networked process monitor-
ing approach through the estimated DBCI values. Further-
more, it does not search for the fault propagation pathway
within the constructed process networks. Therefore, the most
significant fault propagation pathway and the root-cause vari-
able are not identified by the transfer entropy method. Such
comparison shows that the proposed networked process mon-
itoring approach has the unique capability to trace the major
fault propagation pathway and locate the root-cause variable.

Conclusions

In this study, a novel networked process monitoring, fault
propagation identification, and root cause diagnosis approach
is developed. Different from the conventional data-driven
process monitoring techniques, the proposed method incorpo-
rates the prior process knowledge with plant historical data
to design and estimate a temporal process network for moni-
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toring and particularly fault propagation and root cause diag-
nosis. First, the new ALI is proposed from time-varying
transition probabilities of network nodes for process fault
detection. Once the fault is captured, statistical inference-
based dynamic Bayesian probability and contribution indices
are developed for fault propagation pathway identification
and root-cause variable diagnosis. The proposed approach is
applied to an illustrative continuous stirred tank reactor sys-
tem and the Tennessee Eastman chemical process with the
results compared against the transfer entropy-based monitor-
ing method. The results demonstrate that the presented
approach can effectively monitor process operation, identify
fault propagation pathways, and locate root causes of process
faults. It should be noted that the small unharmful disturban-
ces will not trigger false alarms as they do not cause sub-
stantial upsets and propagations in the process. However, the
harmful disturbances can be captured as abnormal operating
event by the proposed method when the significant process
upsets and fault propagations are caused.

The merits of the new networked monitoring approach lie
in the facts that (1) it combines the advantages of both data-
driven and knowledge-based monitoring techniques; (2) it
monitors the plant operation in a networked fashion so that
the variable interactions and causal relationships are well-
captured; and (3) it can identify fault propagation pathway
as well as diagnose root causes of process abnormality,
which may not be easily achieved from routine monitoring
methods. Future work may be focused on three aspects: (1)
exploring the automated or semiautomated strategy to design
the initial process network structure; (2) investigating the
detection and diagnosis capability of the networked process
monitoring approach on more subtle faults; and (3) extend-
ing the networked process monitoring and diagnosis
approach to nonlinear batch/semibatch processes.
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